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	Art. 11(3)(a) – CSIRTs’ technical capabilities & tasks
	National CSIRT can actually work with your evidence: logs, visibility into access, ability to coordinate response.
	Law 5160/2024 – Chapter on scope & definitions sets up the National Cybersecurity Authority, national strategy, single point of contact and CSIRT as part of the framework for incident handling and coordination.(e-Nomothesia)
Art. 16 of Law 5160 explicitly transposes NIS2 Art. 23 and anchors the role of CSIRT in receiving incident reports.(ENISA)
JMD 1689/2025 – Art. 2–3: holistic, risk-based measures and proportionality; Art. 3(3) requires extensive documentation (policies, procedures, network diagrams, BC plans, audit reports, etc.) as evidence for supervisory checks under Law 5160 Arts 24–25
Art. 18 & related provisions: zero-day vulnerabilities must be disclosed to the competent CSIRT per Law 5160 Art. 12, and entities must perform regular security tests and self-assessments
Cybersecurity Handbook: Part A introduces defense-in-depth and zero-trust architectures with heavy emphasis on comprehensive logging and monitoring of access and configuration changes.
	You must be able to generate and share meaningful technical evidence (logs, remote access records, vulnerability info, test results) with CSIRT / NCA.
Governance and documentation around cyber risk management will be checked against the criteria in Law 5160 and JMD 1689 (risk programme, evidence, board responsibility)
Handbook expectations: defense-in-depth, zero-trust, continuous logging and monitoring, structured best practices (183 sub-controls) across access, logging, incident handling, etc.
	Use Netop real-time remote access dashboard to expose all online/offline endpoints, ongoing sessions and active permissions – ideal evidence to support CSIRT. 
Use Netop kill-switch to terminate suspicious sessions and revoke permissions during incident handling.
Run regular permissions reviews for secure remote access, aligning with risk-management and documentation requirements in JMD 1689.

	Art. 21(2)(d) – Access control & supply-chain security
	Limiting access to systems and data based on need-to-know / need-to-perform, including remote access by suppliers.
	JMD 1689/2025 – ICT supply-chain risk (Art. ~12): entities must keep a supplier register with products/services and classify suppliers by criticality, manage risks connected to acquisition and lifecycle of ICT products and services (including cloud), set minimum evaluation criteria (cybersecurity level, certifications, auditability), define cybersecurity requirements in contracts, specify data and systems accessed, grant audit rights, and require secure contract termination (revoking access, securely deleting data, confidentiality)
Basic entities must periodically review supplier policies; basic entities have enhanced requirements for critical suppliers and must extend requirements into the broader supply chain (subcontractors)
Art. 13 of JMD 1689: entities must define policies and procedures for logical access control, for their own staff and third-party personnel (suppliers, ICT providers), based on business needs and security requirements; each user gets a unique identity
Cybersecurity Handbook – Part B chapters: 4 (Access control), 10 (Teleworking), 13 (Supply chain risk management) – give concrete good practices for least privilege, supplier access, and remote work.
	A formal, risk-based supplier management framework is expected: register and classify ICT suppliers, define security requirements, integrate them into contracts, and manage full lifecycle including termination
Access to production systems and critical data by staff and suppliers must be role-based, least-privilege, documented and reviewable.
Remote access, including teleworking and external service providers, must be covered by explicit policies and technical controls (Handbook chapters on Access control, Teleworking, Supply chain).
	Group supplier devices and staff by criticality, geography, certifications, residence and need-to-know/perform – this maps nicely onto JMD 1689’s supplier classification and criticality concepts.
Restrict actions per session by time window, work certification and four-eyes supervision.
Grant access at application level instead of broad network access.
Use human approval workflows (screen pop-up / email approval) for supplier sessions.
Use IP fencing to only allow remote access from approved locations / networks.

	Art. 21(2)(e) – Policies, governance & risk management
	Cybersecurity risk management, including remote access & supply chain, is embedded in governance with clear management responsibility.
	Law 5160/2024 – sets an overarching obligation to implement NIS2 risk-management measures and reporting duties for entities in scope.
JMD 1689 Art. 1–3: define the national cybersecurity requirements framework and a holistic, risk-based, proportional approach, applying to basic and important entities under Law 5160.
Art. 4 JMD 1689 – Top management obligations: the highest governing body must establish and approve a comprehensive cyber risk management programme, covering policies, procedures, assignment of roles and responsibilities, and a concrete set of technical, organisational and operational measures; it must ensure resources, awareness, documentation and is accountable under Law 5160 Art. 14 for deficient implementation
Cybersecurity Handbook – Part A explains how to build an information security management system based on risk assessment; Part B provides 18 control families (inventory, configuration, access control, teleworking, supply chain, logs, incident handling, BC/DR).
	• Supervisors will ask for a documented cyber risk management programme approved at top level, clearly assigning responsibilities and covering remote access, suppliers and teleworking. • They will expect evidence: policies, board minutes, risk assessments, network diagrams, BC/DR plans, training records, periodic reviews and security test reports, as explicitly listed in JMD 1689 Art. 3(3).
Governance also needs to reflect Handbook practice: defense-in-depth, zero-trust mindset, systematic treatment of all 18 control families.
	Netop – NIS2 Art. 21(2)(e):(Amazon Web Services, Inc.) • Make remote access (esp. supply-chain) an explicit part of your cybersecurity policies and NIS2 governance framework. • Reduce attack surface by minimising VPN-like point-to-network access and favouring Netop point-to-point controls.
Implement full session recording (keyboard, video, mouse) for supplier activity to support governance, oversight and post-incident review.
Block “open” legacy protocols (RDP, VNC, Telnet, SSH) at network level and replace them with controlled Netop channels.

	Art. 21(2)(h) – Encryption
	Appropriate use of cryptography for data in transit and at rest (including remote access and logs).
	JMD 1689/2025 – general risk-management measures are expected to translate into appropriate technical safeguards (including cryptography) for networks, systems and their environment, in line with NIS2 and Commission Implementing Regulation 2024/2690 on technical requirements.
Cybersecurity Handbook – Ch. 11 “Use of cryptography”: defines best practices for use of cryptographic controls, selection of algorithms, key management and protection of stored and transmitted data, including backups and remote communications.
	You must be able to justify encryption choices (protocols, algorithms, key management) in your risk-management programme and show they are appropriate for the data and services at stake.
Traffic for remote access, as well as logs and recordings relevant for incidents, must be protected against interception and tampering using sound cryptographic practice (per the Handbook).
	Use Netop’s recognised encryption standards for cloud communication and session protocols.
Encrypt session traffic in transit and recordings/log data at rest through Netop plus AWS storage/KMS.
Treat remote session recordings as forensic evidence and protect them with tamper-resistant, encrypted storage.

	Art. 21(2)(i) – Identity & access management
	Strong identity assurance, authentication and access control for employees and suppliers; no anonymous or uncontrolled access.
	JMD 1689 Art. 13 – Account management & access control: requires written policy and procedures for logical access control to network and information systems, based on business needs and security requirements; policies cover both entity personnel and third-party staff (suppliers, ICT providers); every user must have a unique identity
Art. 19 JMD 1689 – Network security: includes rules for secure connections, authentication and authorisation for access to network and services, and strict measures for remote connections, including for suppliers.
Cybersecurity Handbook – Ch. 4 (Access control) and Ch. 5 (User authentication) provide detailed best practices for roles/permissions, least privilege, strong authentication and account management.
	Auditors will expect a coherent IAM model: roles, unique accounts, segregation of duties, joiner–mover–leaver process, and explicit coverage of external provider accounts.
Multi-factor authentication and non-anonymous access are natural expectations when combining JMD 1689 access control and Handbook guidance. Remote sessions – including view-only – should never be anonymous.
	Integrate federated directories and MFA for all Netop users (employees and suppliers).
Eliminate unrestricted or anonymous remote access; require identified, authorised users for every remote session, including view-only.
Avoid just-sending invites: ensure every invitee is identified, approved and authenticated before session start.

	Art. 22 – Union-level coordinated supply-chain risk assessments
	Greece must be able to assess and react to EU-level risks in critical ICT supply chains (including remote access tools).
	Law 5160/2024 Art. 7 & related provisions: empower the National Cybersecurity Authority to adopt policies and regulatory measures as part of the national cybersecurity strategy, including addressing cybersecurity in ICT supply chains used by entities.
Law 5160 is the transposition of NIS2 in Greece; Greece also adopted secondary legislation like JMD 1689/2025 on cybersecurity requirements and JMD 1645/2025 on entity registration, forming the national implementation toolbox.
JMD 1689 – ICT supply-chain risk article (Art. ~12): requires supplier criticality classification, security requirements for suppliers and products, audit rights, secure offboarding, and extension of risk management into the entire supply chain including subcontractors
Cybersecurity Handbook – Ch. 13 "Supply chain risk management": sets best practices for assessing and managing risks from suppliers and outsourced services.
	Entities must be able to identify and document critical ICT products and services, including remote access tools, and demonstrate due diligence and continuous oversight over these suppliers.
For EU-level supply-chain assessments under Art. 22, Greek authorities can request information/Evidence; JMD 1689’s documentation and supplier-risk provisions are designed so entities can provide it.
	Conduct regular penetration tests and security assessments on remote access tools, including Netop, and remove non-secure alternatives (unmanaged RDP/VNC).
Maintain an inventory of remote access tools and supplier connections as part of the supply-chain cyber risk register.
Use Netop’s centralised deployment on AWS as the standardised, controllable remote access platform for critical equipment.

	Art. 23 – Reporting obligations (24h / 72h / 1 month)
	Being able to detect, classify and report incidents on time, backed by rich technical evidence and logs.
	Law 5160/2024 Art. 16 – “Incident reporting obligations (Art. 23 NIS2)”: transposes the multi-stage reporting: early warning within 24 hours, incident notification within 72 hours, intermediate update if requested, and final report within one month to the National Cybersecurity Authority / CSIRT.(ENISA)
Significant incidents are defined in line with NIS2 (impact on services, users, economic/social effects).
JMD 1689 Art. 18 – Effectiveness assessment: requires security controls to be tested via security checks, regular external penetration tests, periodic self-assessment with a guide issued by the National Cybersecurity Authority, and submission of results plus remediation plan to the Authority – all of which support detection capability and reporting quality
JMD provisions on zero-day vulnerability disclosure to CSIRT (Art. ~17) further strengthen the information flow to authorities.
Cybersecurity Handbook – Ch. 8 (event logs), 17 (incident handling), 18 (BC/DR) cover logging, monitoring, response and resilience best practices.
	You need processes and tooling to identify significant incidents and generate all the data needed for the 24h / 72h / 1-month reports: timeline, root cause, impact, corrective measures, and supply-chain role.
You should be able to correlate remote access activities, configuration changes and network events into a coherent incident narrative, supported by logs and recordings.
Regular pentests, self-assessments and vulnerability management under JMD 1689 Art. 18 are the “prevent/detect” counterpart to the legal reporting obligations.
	Implement remote access auditability: logging connection, session, action, security and configuration events.
Integrate Netop events with AWS CloudTrail for centralised, secure logging of all remote access activity.
Enable Netop session recording (audio+video+input) for supply-chain sessions and store them encrypted and tamper-proof.
Use these logs & recordings as legal/forensic evidence to support Art. 23 reports and CSIRT investigations.

	Art. 24 – Use of EU cybersecurity certification schemes
	Using recognised EU or national cybersecurity certification to strengthen assurance for ICT products and services.
	Law 5160/2024 – links to EU Cybersecurity Act (Reg. 2019/881): definitions section references the Regulation and the concept of cybersecurity certification for ICT products and services.ENISA 
Another provision (around Art. 11–13) allows measures encouraging or requiring basic/important entities to use ICT products/services/processes certified under European cybersecurity certification schemes established under Art. 49 of Regulation 2019/881, and to use qualified trust services.ENISA
JMD 1689 – ICT supply-chain risk (Art. ~12): when evaluating suppliers, entities must consider the supplier’s cybersecurity posture including certifications, and can require specific security properties of ICT products and services in contracts.
Cybersecurity Handbook explicitly states it builds on internationally recognised standards and guidelines, encouraging alignment with standardised frameworks and certifications.
	Greece expects entities to prefer certified ICT products and services where appropriate, especially for critical functions such as remote access, identity services and logging platforms.
In supply-chain management, you should use certification status as a selection and monitoring criterion, and reflect that in your supplier register, risk assessments and contracts. 
	For supply-chain remote access, choose industry-proof, certified Netop on AWS, leveraging ISO 27001, SOC2, PCI-DSS, FIPS, HIPAA, NIS2-aligned practices and manufacturer certifications where applicable.
Deploy as a single secure remote access platform spanning on-prem, cloud, and hybrid/multi-cloud environments, so the same certified control set applies everywhere.
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